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GDPR and Data Breach Policy
Purpose of this Policy 
This policy outlines how Sapphire Education complies with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018, particularly in relation to personal data breaches. 
Scope 
This policy applies to all employees, contractors, and third parties who handle personal data on behalf of the organisation. 
Definitions 
· Personal Data Breach: A breach of security leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data
· ICO: Information Commissioner’s Office, the UK’s data protection regulator. 
Examples of Personal Data Breaches 
To help staff recognise breaches, here are examples: 
A. Student-Led Breaches 
· Guessing or stealing login credentials: Students gain access to staff systems by guessing weak passwords or finding them written down. 
Example: A 15-year old student accessed a school’s information system containing personal data of over 1,400 students. 

B. Staff Mistakes 
· Email errors: Staff accidentally send personal data (e.g. passport scans, medical info) to the wrong recipient. 
Example: A staff member emailed visa documentation for several students to an incorrect address. 
· Failure to use BCC: A staff member sends an email to all parents without using BCC, exposing all email addresses. 
Example: Parents of international students see each other's contact details, breaching confidentiality. 
· Verbal disclosures: Staff fail to verify identity on phone calls and disclose student information to unauthorised individuals. 
Example: A staff member discusses a student’s safeguarding status with someone claiming to be a parent. 

C. Poor Device Management 
· Unattended devices: Staff leave laptops or tablets unlocked and unattended, allowing students to access sensitive files. 
Example: A student accesses a staff member’s device and views medical notes. welfare reports and medical notes
· Students using staff devices: Students are allowed to use staff computers without proper access restrictions.
Example: A student accidentally accesses a folder containing visa application documents. 

D. Misconfigured Systems 
· Incorrect access rights: Students or junior staff are given access to systems like SharePoint, Welfare, Microsoft forms platforms without proper restrictions. Example: A student downloads a spreadsheet containing addresses and emergency contacts of all students. 

E. Lost Unencrypted Laptop 
· Incident: A briefcase containing an unencrypted laptop and unredacted paper files was lost. 
Impact: Sensitive data, including criminal and health information, was exposed.

F. Phishing Attack 
· Incident: An employee entered login credentials into a fake site, compromising their email account. 
Impact: Emails were forwarded to a third party, who impersonated the firm and received payments from clients. 


Breach Detection and Reporting 
All staff must report suspected or actual data breaches immediately to the Data designated responsible person. Reports should include: 
· Date/time of incident 
· Nature of breach 
· Type of data affected 
· Number of individuals affected 
· Any containment actions taken 
Breach Assessment 
Upon receiving a report, the Data Lead will: 
· Assess the severity Lead and impact of the breach 
· Determine whether the breach is likely to result in a risk or high risk to individuals’ rights and freedoms 
· Document all findings in the Data Breach Register 

Severity Levels and Data Types 
	Severity
	Description
	Types of Data Involved
	ICO Notification
	Data Subject Notification

	Low
	Minimal impact, no sensitive data involved
	Business contact info, anonymised data, public records
	Not required
	Not required

	Medium
	Some personal data affected, limited risk
	Names, addresses, email addresses, basic financial data
	Case-by-case basis
	Case-by-case basis

	High
	Sensitive or special category data exposed, high risk to individuals
	Health data, racial/ethnic origin, sexual orientation, criminal records, safeguarding data, financial vulnerability
	Required within 72 hours
	Required without undue delay



Examples of high-risk breaches: 
· Disclosure of safeguarding information 
· Exposure of health or mental health records 
· Unredacted personal data shared with unauthorised parties 
Third-Party Breaches 
If a personal data breach occurs within a third-party service provider (e.g. DBS provider or other contracted processors); The third party must notify Sapphire Education immediately upon discovery of the breach. 
Sapphire Education must request full details of the breach, including: 
· Nature and scope of the breach 
· Categories of data affected 
· Identities or contact details of affected individuals 
Sapphire Education will then assess the risk and, if necessary, notify affected individuals and the ICO in accordance with this policy. 
ICO Notification 
If the breach is likely to result in a risk to individuals’ rights and freedoms, the ICO must be notified within 72 hours of becoming aware. Notification must include: 
· Nature of the breach 
· Categories and approximate number of data subjects and records affected 
· Likely consequences 
· Measures taken or proposed to address the breach Report breaches via the ICO’s online portal: https://ico.org.uk/for-organisations/report-a breach/  
Notification to Data Subjects 
If the breach poses a high risk, affected individuals must be informed without undue delay. Communication should be clear, include contact details of the DPO, and explain: 
· Nature of the breach 
· Likely consequences 
· Measures taken to mitigate impact Post-Breach Actions 
· Conduct a full investigation –
· Review and improve security measures 
· Update training and awareness programmes 
· Document all actions taken 
Record Keeping 
All breaches (including near misses) must be logged in the Data Breach Register. Records must include: 
· Incident details 
· Assessment outcomes 
· Notifications made 
· Remedial actions taken 
Review 
This policy will be reviewed annually or following a significant breach or regulatory change.
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